Instructions on How to Terminate a Notice of Exemption

For instructions on how to terminate a Notice of Exemption when an individual or entity no

|l onger qualifies for a |imited exemption from
Regul ation, 23 NYCRR Part 500 (APaandlor5000), p
500.19(d), see Part 1. For instructions on how to terminate a Notice of Exemption when an

individual or entity qualifies for a full exemption from Part 500 pursuant to 8 500.19(b), see Part

2. Information on how to qualify for each of the exemps, as well as the remaining Part 500
requirements for each of the limited exemptions, can be found @ytlesecurity Resource

Centei i n the sectioonms.t0itled AEXxemptio

Part 1: How to File aNotice of ExemptionUnder 8§ 500.196), 500.19¢), and/or 500.19¢)

1. Go to theDFS Portawhich can be accessedreorinDF S6s Cybersecurity Re
by clicking on the yellow ADFS Portal o button

Once in he DFS Portal, you will see tli@llowing screen:

] New Yock St Hon

News Government Local
.

Department of Financial Services

My Apps  Welcome

Guest Applications Quick Links

Enterthe information requestedC | i ck ASi gn |1 no.

2. If you have a DFS Portal account, skip this step. Ifgounot have a DFS Portal account,
click the fACreat e Ac c o uhepidurelabovekYowswilldhemseeahe t he
following screen:



https://www.dfs.ny.gov/industry_guidance/cybersecurity#exemptions
https://www.dfs.ny.gov/industry_guidance/cybersecurity#exemptions
https://myportal.dfs.ny.gov/
https://myportal.dfs.ny.gov/
https://www.dfs.ny.gov/industry_guidance/cybersecurity

Enter the required informatiormavamd compl ete t

A password will be sent to the email address you provided. You cangkehe password and
email address you providedsan into the DFS Portal

3. Once yolhave signed into the DFS Portgbu will see the following screen:

MyApps  Password Helper  Delegated Admin

Cyber Securify Notice

11y are Kodking 1o submit wour Cybersecunty regulatbons, phease ciick bakiw
Iittpes:Iimy| dfs.ny.goviweblcyb irity ; TN T
Fps:imyportal dis.ny.goviwebicybersecurity «Cllckthm link to access the DFS cybersecurity filing system

Myapps

# (] ®

My Apps Public Apps Ask For Apps

/] 0] 0

Workspaces Intemal Apps HAlens

Below is 2 55 of appications you have been grantad access (0. Piease Cick the appiitalion you would ke 10 use. To request a00ess 1o an application not Bsted, selact (he “Ask For
Apps™ (ab

My Applications

Cyversacurity

Fite Transfer 2.0

Click the Ilink under the ACyber Security Not.i
system.

4. Once there, you will see the following three options:

WiAows - ytecearly

NYS DFS CyberSecurty 23 NYCRR 500 Regulation

Exemption Compliance Event

Perfom actions rfted o your ently NY'S DFS cybersecurty requlaton evempion staus Submit 3 Cerffeaton o Complince Submt Nafies of a Cyersecury Event
« Filnew Note o Exemotion

+ Amend preiousy fled Note o Exempion

+ Teminee revously e Nofce ofExempion

-




Under the AExemptionod header, select fABegin.o

5. You will then see the following:

ELERYASOVA Find My Entity (Cont) | Exemption Status | Contact Info ' Done

Choose how you will be identifying your entity:

NYS License Number
- Adjusters - Bail Bond Agents -
ent Brokers + Money Tr.

ct Providers + Trust Companies - Virtual Currency

NAIC/NY Entity Number
e Retiring Community - Employe
rganizations - Managed Long Term Care

icensed Insurance Companies + Prepaid Health Services Plan + Rate Service Organizations -

N
+ Budget Planners + Check Cashers -

- Premium Finance Agencies - Sales Finz

Institution Number

- All Banking Institutions + Consumer Credit Reporting Agencies - Trust Companies

Help me find my entity

Selectone of the four options(If you do not have an identifying number associated with any of

the 4 @tions on the screenshot in SEegotosteZ.) Cl i ck A Next . o

6. You will thensee the following screen:

Find My Entity REUGRASHoVR(e1isl Exemption Status = Contact Info ' Done

Enter Entity Information

Please provide your entity‘s_

Q, Search

Help me find my entity




Enter thendividualore nt i t y6s i dentifying number and cl

You will see the following:

Find My Entity BEUGCRYASnoA(®l1I8 Exemption Status | Contact Info | Done

Enter Entity Information

Please provide your company's_Number and click
Search

The following entity or individual has been found, and if you are filing on their behalf, you may continue by clicking 'Next'. Please carefully
review the entity information listed below to ensure you select the correct information.

Help me find my entity

Click NANext. o

7. If you do not have an identifying number associated with any of the 4 options on the
screenshotinSteph s el ect A Hel plocates onfthe badtomnofthakesaréenshoy. 0
You will see the following:

File By Name

Entity name: ’ |

OR (If Individual)

First Name: [

Last Name: ‘

If you do not know an Identifying Number or cannot find yourself or your entity on the search, then please reach out to your DFS
contact. Insurance agents and brokers can visit https://myportal .dfs.ny.g ylinxext/elsearch.alice to find their DFS license number.
For any other questions, please email c\ regsupport@dfs.ny.gov

If you are searching for an entitypterits name exactlgs it appears on if8FSlicense or
registration in the first text box. If you are searching for an individual, enter their first name and
last names in the corresponding text boxes. Do not includk bfmces, as the system will not

be dle to locate your entity if you do.



Click nASearch. o You wil/l be shown a | i st of

File By Name

Entity name: | |

OR (If Individual)

First Name: |

Last Name: |

Please carefully review the search results before making a selection

Showing 2 results
Some results may have been ommitted from the list below. To see all records, click here

If you do not know an Identifying Number or cannot find yourself or your entity on the search, then please reach out to your DFS contact. Insurance agents and
brokers can visit https://myportal.dfs.ny.gov/nylinxext/elsearch.alice to find their DFS license number. For any other questions, please email
cyberregsuppot@dfs.ny.gov

© Close This Window

Click on thenamethatmatches the name of the entity or individual on whose behalf you are
filing the Notice of Exemption. €lc k x i N &

8. You will then see the following:

Find My Entity = Find My Entity (Cont) fREwaivisiEiTEY Contact Info  Done

Indicate what you are filing

Please choose from the following:
() This is the first submission for this entity or individual

t,l | wish to amend a previously filed exemption

() I would like to remove a previously filed exemption

S e | éwotld like to remove a previously filed exemption




9. You will see the following notice appear below your selection:

Find My Entity = Find My Entity (Cont) E=EuaisiBSi=I0EN Contact Info | Done

Indicate what you are filing

Please choose from the following:
V:) This is the first submission for this entity or individual

( | wish to amend a previously filed exemption

(®) | would like to remove a previously filed exemption

By completing this submission, you are stating that the entity or licensed person for which you are filing is no longer exempt from the DF$
Cybersecurity regulation. The covered entity or licensed person is required to comply with all requirements of the regulation within 180 days
from the most recent fiscal year end during which they no longer qualified for the exemption.

Click NANext. o

10. You will then see the following screen:

Find My Entity = Find My Entity (Cont) Exemption Status el peladhiicB Done

Enter Contact Information

Name of Person filing the exemption: *

Title of the Person filing the exemption: *

Phone Number of the Person filing the exemption: *

Email Address of the Person filing the exemption: *

O I swear or affirm that | am authorized to submit the Notice of Exemption on behalf of ELIZABETH MAYNARD or licensed person, and that the information in
the Notice of Exemption is accurate.”

Fill out the information requested and check the baffiom that you are authorized to
terminateNotices of Exemption for the entity or individual on whose behalf you are il
that the information you are submittingisaccur&d. i ck fASubmit . o

11 DFSwill thensend you an ematimilar tothe one belowwith areceipt numbefor the
person on whose behalf you filed.

EXEMPTION REMOVAL NOTIFICATION - NYS Department of Financial Services Cybersecurity Exemption Removal Notificati...

€5 Reply <5 Reply All Forward
@ noreply@dfs.ny.gov D) Reply 7 Reply A —> Forwar
To Fri 3/

This is the only receipt and confirmation of this filing that you will receive. Please keep a copy of the below receipt number for your records.

Receipt Number: _

Please be aware the previously exempt licensee has 180 days to come into full compliance with 23 NYCRR Part 500. The Department emphasizes that each licensee is
responsible in ensuring compliance with 23 NYCRR Part 500.

For support regarding the submission of your Cybersecurity documents and filings, please contact: CyberRegSupport@dfs.ny.gov




The personwhose email address you provided in StepvilDalsoreceivea similaremail with
the receipt number.

IMPORTANT: Only the person making this filing and the person whose emagddress you
provided in Step10will receive an email receipt. ALL RECIPIENTS SHOULD SAVE
THEIR COPY OF THE RECEIPT FOR THEIR RECORDS. THIS IS THE ONLY
CONFIRMATION THAT DFSWILL PROVIDE .

Questions regarding these instructions and how to file should be directed to:
cyberregsupport@dfs.ny.gov



mailto:cyberregsupport@dfs.ny.gov

Part 2: How to File aNotice of ExemptionUnder 8 500.19(b)

The process for filing a Notice of Exemption when an individual or entity qualifies pursuant to 8§
500.19(b) is similar to the one for filinghotice of Exemption when a Person qualifies pursuant
to 88 500.19(a), (c), and/or (d). However, filing pursuant to 8 500.19(b) requires you to provide
information about the Covering Entity whose cybersecurity program is being relied upon.

1-7. Follow Stepdl-7 outlined in Part 1.

8. You will see a screen as shown below:

Find My Entity = Find My Entity (Cont) R=Cul<(hgSiEI0E] Contact Info | Done

Indicate what you are filing

Please choose from the following:
(®) This is the first submission for this entity or individual

p

Q | wish to amend a previously filed exemption

() 1 would like to remove a previously filed exemption

In accordance with 23 NYCRR 500.19(e), JOHN SANDERS PRUITT provides notice of qualification for the following

Exemption(s) (check all that apply): * n
[l 500.19(a)(1) - | certify the Covered Entity has fewer than 10 employees, including independent contractors.

I:I 500.19(a)(2) - | certify the Covered Entity has less than $5,000,000 in gross annual revenue in each of the last 3 fiscal
years from NY business.

EI 500.19(a)(3) - | certify the Covered Entity has less than $10,000,000 in year-end total assets.

D 500.19(b) - | certify | am an employee. agent, representative or designee of another Covered Entity and am covered by
that entity’s cybersecurity program.

Ij 500.19(c) - | certify the Covered Entity does not operate, maintain, utilize or control any IT systems and that does not,
and is not required to, control, own, access, generate, receive or possess Nonpublic Information.

D 500.19(d) - | certify the Covered Entity is a captive insurance company that does not, and is not required to, control,
own, access, generate, receive or possess Nonpublic Information.

Please note that you are responsible for maintaining documentation sufficient to demonstrate you are qualified for any exemptions
claimed; as such, you may be asked to provide documentation to the Department. In addition, the Department will periodically
require you to refile your exemption upon request.

Further Action Required - Exemptions under sections 500.19(a)(1-3), (c) and (d) are limited exemptions. Any Covered Entities
and licensed persons exempt under these sections are required to maintain a cybersecurity program and file an annual Certification
of Compliance to confirm compliance with the provisions of the regulation that apply to the Covered Entity. See the Cybersecurity
FAQs on the DFS website for more information.

|_| | have read and understand the information above.”

Select $00.19(b)




©

The section at the bottom of the page will change to look like the following

Find My Entity | Find My Entity (Cont) ESCuoilESIEI0EN Contact Info | Done

Indicate what you are filing

Please choose from the following:
3 This is the first submission for this entity or individual

(L) | wish to amend a previously filed exemption

) | would like to remove a previously filed exemption

that apply): *
I:\ 500.19(a)(1) - | certify the Covered Entity has fewer than 10 employees, including independent contractors
[] 500.19(a)(2) - | certify the Covered Entity has less than $5,000,000 in gross annual revenue in each of the last 3 fiscal years from NY business
[] 500.19(a)(3) - | certify the Covered Entity has less than $10,000,000 in year-end total assets
[v] 500.19(b) - | certify | am an employee, agent, representative or designee of another Covered Entity and am covered by that entity's cybersecurity
program
|:’ 500.19(c) - | certify the Covered Entity does not operate, maintain, utilize or control any IT systems and that does not, and is not required to, control
own, access, generate, receive or possess Nonpublic Information
I___\ 500.19(d) - | certify the Covered Entity is a captive insurance company that does not, and is not required to, control, own, access, generate, receive
or possess Nonpublic Information

In accordance with 23 NYCRR 500.19(e),_ provides notice of qualification for the following Exemption(s) (check all

Please note that you are responsible for maintaining documentation sufficient to demonstrate you are qualified for any exemptions claimed; as such, you may
be asked to provide documentation to the Department. In addition, the Department will periodically require you to refile your exemption upon request.

What Cybersecurity Policy | Am Following:

You have certified that you are following the cybersecurity program of the following Covered Entity or licensed person and that entity is fully covering the
cybersecurity program for all Nonpublic Information and systems in your possession. Please indicate the name of that Covered Entity via the button below

[ Find/Choose my covering entity

Click AFiIind/ Choosaendmyt hceonv ecrliincgk efinNeixttyoo.

10. You will see the following popup window:

What Cybersecurity Policy | Am Following

PLEASE NOTE: You must indicate the name of another Covered Entity whose cybersecurity program you are following. You cannot indicate the same name as the entity
or person claiming the exemption

Entity name: |

OR (If Individual)

First Name: |

Last Name: ‘

If you do not know an Identifying Number or cannot find yourself or your entity on the search, then please reach out to your DFS contact. Insurance agents and brokers
can visit hitps://myportal dfs.ny.gov/nylinxext/elsearch.alice to find their DFS license number. For any other questions, please email cyberregsupport@dfs.ny.




Enter the informatiorfor the entity whose cybersecurity poliggu, ortheindividual or entityon
whose behalfou are filing is following G i ck fASear ch. o

11. You will then be show a list of results, similar to the picture below:

What Cybersecurity Policy | Am Following

ty whose cyberse

ey rame: |
OR (If Individual)

First Name

Last Name:

Results

Showing 3 resuits

f you do not know an Identifying Number or cannot find yourself or your entity on the search, then please reach out to your DFS contact. Insurance agents and brokers can
visit h ny.g inxextel e to find their DFS license number. For any other questions, please email cyberregsuppont@df

© Close This Window

Click the one that corresponds with the entity whose cybersecurity prggraror the person on
whose behalf you are filings following.

12. You will thensee the following:

10



